Graphical Abstract

GHMSCHRFT: An Al-Based De-identification Pipeline for Dutch
Clinical Reports

Luc Builtjes, Joeran S. Bosma, Judith Lefkes, Anouk Veldhuis, Jeroen
Geerdink, Tijmen de Haas, Fabian R. Hoitsma, Rianne A. Weber, Sarah de
Boer, Myrthe Buser, Harry J. Kendall, Delano Sanches, Bram van Ginneken,
Henkjan Huisman, Ewoud J. Smit, Mathias Prokop, Alessa Hering



sueds |Hd pa)es] TZ/€ "Xew :punoy siapeay ) )
,\\wﬂﬂﬁ.« o (1eu121xa) 056°0 - (JRUIBIUI) E6°0 :8409S-T4 1| 5 paseq-a)ns 14YHISWHO
. res— ! aul
Kl o ot e P o (jeus23xa) 986°0 - (JeUIRIUI) S86°0 t11BID4 UORIRI2A
prmp—
1 - (8ze) woud
Y wi e
H
Wl [R—
i [— “uspuEEw 9 1910 3]07UOD \uopUEEw 8 1910 210NUOD “uapueEwW 9 110 310AUO)
wt I PIeaq P1qe3S saIsNPUOD o et e “p1o3q j21qeS BISN|IU0D
a - “£202-50-6T ST “£20Z-TT-£0 U $20ZI9PUO
. L ueypozIBpUO B 19p133 3o UBHRIABIA
13pi23 19w UNIITIAA B o e s e P “UsSsuUEr P UBAY20ZIAA
TN O DAV A SOTPR0 - LOSWID - “193ULIS/\ IP UBA Y2021 4p uenfa0z1an do paipaeenion do p8ipieenan xeioyy
do pSipaeenion xesoq) e 15 "a180jopes Buyapye
15 "@180j0ipes Suiapse T e E S e E e ¢ op do uaiza8 vz0z-z0-2T
- jon ™ o o p do uaiza3 $202-60-80 do piam vew a3uel <ariL433> do piam uew a8uel g9
= do piom uew a8l 55
= <aILNIWND00> Hoddey SeTLy poddey
— 9pZTT :poddey
-2 Jodau jedipapy Jodau jedipapy odai jes1pay
H
“sjepidsoy omy wouy spodai jestpaw “9SN3J1 210§2q PAAOWIAI 3G ISNLL
- s *pansasaid aie A}ijiqepeas pue a1nNIS 423NQ paIeIOULIE TY6'E UO PAUN-BULY SI2RUIPI ‘SUOKEO) ‘Sjep ‘SIWEN
PR eau Aq padeidai st IHd sadA3 |Hd b s3e) ery3goy IHd ueIU0d spiodas mey
1Y3IS uteld u| SulpiH 8uigsey |Hd ejep indu|

auljadid uonesiyinuapi-ap 1xa} |edipaw yoing L 4YHISIWHD 3y L
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Abstract

Objective: Secondary use of clinical free-text requires reliable de-identification,
but existing open-source methods do not yet perform well enough for practical
deployment without institution specific tuning. We aimed to develop and
validate GHMSCHRFT (from Dutch geheimschrift, ‘cipher’), an open-source
de-identification pipeline for Dutch clinical text, and to assess whether its
protection holds up to human scrutiny after deployment.

Methods: GHMSCHRFT combines a transformer-based model (RoBERTa-
large, pretrained on Dutch medical text) fine-tuned for PHI detection on
3,941 annotated reports from two hospitals, spanning radiology, pathology,
and multiple outpatient specialties, with a Dutch-specific Hiding in Plain
Sight (HIPS) surrogate replacement module. Performance was evaluated on
internal (980 reports) and external (340 reports from an unseen institution)
test sets, and a reader study assessed residual disclosure risk by having five
readers attempt to identify leaked PHI in HIPS-processed output.

*Corresponding author
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Results: GHMSCHREFT achieved detection recall of 0.985 and 0.986, with
precision of 0.941 and 0.949, on internal and external test sets, compared with
recall of 0.549/0.682 for DEDUCE, 0.386/0.295 for an in-house rule-based
system, and 0.339/0.498 for the OpenAl Privacy Filter. In the reader study,
individual detection rates ranged from 0-14.3% of evaluable leaked PHI spans
(5 of 21 identified collectively), with re-identification precision no higher than
8.3%.

Conclusion: GHMSCHRFT generalizes across institutions for radiology,
pathology, and emergency care reports, outperforming rule-based alternatives
by more than 30 percentage points in detection recall. On top of these
detection results, the reader study confirms that the full pipeline provides
strong practical protection: readers performed no better than chance at
distinguishing genuine leaks from correctly replaced surrogates. The detection
model, Dutch HIPS module, and annotation guidelines are publicly available.

Keywords: de-identification, protected health information, clinical natural
language processing, hiding-in-plain-sight, GDPR

1. Introduction

Electronic health records typically contain two broad categories of data:
structured fields such as diagnosis codes and date of birth, and unstructured
free-text reports created by clinicians in natural language. Structured data are
directly machine-interpretable, but much of the clinically relevant information
is expressed in narrative text [I, 2]. Free-text reports capture longitudinal
reasoning, temporal relations between findings, and contextual nuance that
structured fields cannot easily represent [3]. This makes clinical narratives
a valuable resource for secondary use, especially for the development of
data-driven clinical tools [4].

Realizing this potential requires de-identifying clinical narratives before
patient data can be shared and reused responsibly. Clinical narratives rou-
tinely contain protected health information (PHI): direct and quasi-identifiers
such as person names, dates, locations, and institutional identifiers that can
be used to re-identify individuals. In the European Union, the General Data
Protection Regulation (GDPR) governs the processing of such personal data
[5]. De-identification, the process of detecting and removing or replacing PHI
to a standard that is robust against reasonably likely means of re-identification,
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is therefore a prerequisite for compliant data sharing and secondary use of
clinical text.

Automated de-identification has been an active research area for several
decades. Early systems relied on handcrafted rules, dictionaries, and regular
expressions to detect identifiers [6]. These approaches work well for struc-
turally regular identifiers such as phone numbers or postal codes, but require
substantial manual effort to develop, are fragile under format variation, and
tend to generalize poorly when applied outside the institution for which they
were designed. The introduction of large annotated corpora and pretrained
language models shifted the field toward data-driven approaches. Transformer-
based sequence-labeling models now represent the dominant paradigm and
consistently outperform rule-based systems when sufficient training data are
available [7, 8]. Generative large language models (LLMs) have more recently
been explored as an alternative to supervised sequence labeling [9] 10]. These
prompt-based approaches avoid the need for annotated training data, but
in practice require careful prompt engineering and are sensitive to phrasing,
output format, and model version, making reliable deployment difficult [11].
Fine-tuning generative LLMs on annotated PHI data can improve consistency,
but introduces a separate privacy concern: language models are known to
memorize fragments of their training data, and a publicly released fine-tuned
model may regurgitate patient information seen during training [12]. This
tension between performance and safe release makes generative LLMs a poor
fit for de-identification pipelines intended for open distribution.

On top of this, both supervised and generative approaches have been
developed and evaluated predominantly on English clinical text [13], and
it remains unclear how either transfers to other languages or institutional
settings. A recent example is the OpenAl Privacy Filter [14], an open-source
model developed specifically for de-identification but trained on general,
primarily English text, which illustrates both the progress and the remaining
language gap.

For Dutch clinical text, the landscape looks markedly different; Dutch
hospitals have largely developed de-identification solutions independently,
but little of this work has been released openly. The main exception is
DEDUCE [15], a rule-based system developed for de-identification of Dutch
clinical notes, which has become the de facto open-source standard in the
Netherlands. No publicly available transformer-based alternative exists for
Dutch. This situation is compounded by the difficulty of sharing clinical data
across institutions under GDPR, which limits the assembly of the multicenter
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annotated corpora needed to train and rigorously evaluate learning-based
approaches. As a result, it remains unclear whether transformer models
trained on Dutch clinical data from one or more institutions can achieve the
detection performance and cross-institutional generalizability required for
practical deployment.

Detection performance alone, however, does not fully determine privacy
risk. A common approach after detection is to mask or delete identified
spans. This leaves the document structure intact but creates an unambiguous
signal: any identifier that escapes detection remains in plain text while
everything around it is redacted, making residual PHI easy to spot. Hiding
in Plain Sight (HIPS) was proposed as an alternative strategy to address
this vulnerability [16]. Rather than removing detected identifiers, HIPS
replaces them with realistic surrogates, so that any residual PHI blends into a
document that still reads as natural clinical text. Carrell et al. demonstrated
that this approach meaningfully reduces the detectability of leaked identifiers
by both automated systems and human reviewers [I7]. Despite this evidence,
HIPS implementations remain rare and almost exclusively English. No open-
source Dutch medical module exists. Naively applying English surrogate
generators to Dutch text would produce implausible output, since Dutch
name distributions, address formats, and institutional identifier structures
differ substantially from their English counterparts. This undermines the
core idea of HIPS: residual PHI would stand out against foreign-language
surrogates rather than blend in, becoming identifiable rather than protected.

Together, these gaps raise two related questions. Can a transformer model
trained on multicenter Dutch clinical data achieve detection performance
sufficient for practical deployment, including generalization to hospitals not
seen during training? And does replacing detected identifiers with Dutch-
specific surrogates reduce residual disclosure risk to a degree that is empirically
verifiable through human assessment?

In this study, we address both questions by presenting and evaluating GHM-
SCHRFT (from Dutch geheimschrift, ‘cipher’), an end-to-end de-identification
pipeline for Dutch clinical free-text reports. We fine-tune a Dutch clinical
transformer model on multicenter annotated data from two hospitals and
evaluate detection performance on internal and external test sets. To address
the absence of Dutch-specific surrogate replacement tooling, we developed
dutch-med-hips [I§], an open-source HIPS module that replaces detected
PHI with realistic Dutch surrogates. We assess whether the pipeline pro-
vides sufficient protection in practice, by running it end-to-end on a mixed

6
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set of reports, where some contain residual identifiers and others are fully
de-identified. We then ask human readers to assess whether any remaining
PHI can be detected. Together, these components constitute GHMSCHRFT:
a language-specific, practically oriented, and empirically verified framework
for the trustworthy secondary use of Dutch clinical text.

The main contributions of this work are:

e A publicly available, fine-tuned Dutch clinical transformer model for
PHI detection, evaluated on both internal and external test sets to
assess cross-institution generalizability.

e A detailed annotation protocol with 24 granular categories for Dutch
medical PHI, including span-merging and edge-case rules, provided in
the Supplementary Material to support reproducible annotation.

e An open-source Dutch hiding-in-plain-sight surrogate replacement mod-
ule (https://github.com/DIAGNi jmegen/dutch-med-hips) providing
type-consistent surrogate generation.

e A human reader study evaluating residual re-identification risk, provid-
ing empirical evidence of the practical protection offered by the complete
end-to-end system.



Statement of Significance

Problem or Issue

Secondary use of Dutch clinical free-text is
severely limited by the lack of reliable de-
identification tools. Existing open-source
systems were developed for English and
achieve insufficient detection recall for prac-
tical deployment.

What is Already Known

Transformer-based models outperform rule-
based de-identification systems when anno-
tated training data are available. Surrogate
replacement (HIPS) better preserves data
utility than simple masking. No validated
open-source transformer pipeline exists for
Dutch clinical text.

What this Paper Adds

GHMSCHRFT is the first open-source
transformer-based de-identification pipeline
for Dutch clinical reports. It achieves de-
tection recall of 0.985-0.986 across internal
and external test sets, exceeding existing
tools by more than 30 percentage points. A
reader study confirms that the full pipeline
provides strong practical protection. The
model, surrogate module, and annotation
guidelines are publicly released.

Who Would Benefit

Clinical researchers and hospital data gover-
nance teams seeking to enable secondary use
of Dutch clinical free-text, and the broader
clinical NLP community developing infras-
tructure for non-English health data.




s 2. Methods

114 Figure [1| provides a high-level overview of the GHMSCHREFT pipeline.
us  The following subsections describe each component in detail.

Input data

Raw reports contain PHI
Names, dates, locations, identifiers
must be removed before reuse.

Medical report

Rapport: 47195

68 jarige man werd op
12-02-2024 gezien op de
afdeling radiologie. CT
thorax vervaardigd op
verzoek van dr. Janssen.
Vergeleken met eerder
onderzoek van 03-11-2023.

Conclusie: Stabiel beeld.
Controle over 6 maanden.

RoBERTa tags 24 PHI types
Fine-tuned on 3,941 annotated Dutch
medical reports from two hospitals.

Medical report

Rapport: <DOCUMENTID>

<LEEFTIJD> jarige man werd op
<DATUM> gezien op de afdeling
radiologie. CT thorax
vervaardigd op verzoek van dr.
<PERSOON>, Vergeleken met
eerder onderzoek van
<DATUM>,

Conclusie: Stabiel beeld.
Controle over 6 maanden.

Hiding In Plain Sight

PHI is replaced by realistic surrogates
Structure and readability are preserved.

Medical report

Rapport: 11246

55 jarige man werd op
08-09-2024 gezien op de
afdeling radiologie. CT
thorax vervaardigd op
verzoek van dr. Vermeer.
Vergeleken met eerder
onderzoek van
19-05-2023.

Conclusie: Stabiel beeld.
Controle over 6 maanden.

Figure 1: Overview of the GHMSCHRFT de-identification pipeline. Raw Dutch clinical
reports containing PHI (left) are processed by a fine-tuned RoBERTa model that detects
and tags 24 PHI categories (center). Tagged PHI is then replaced with realistic surrogates
(right), preserving the report’s structure and readability while rendering any missed PHI
indistinguishable from the surrogates.

us 2.1. Data Sources and Annotation

17 We conducted a retrospective multicenter study to develop and evalu-
us ate GHMSCHRFT, an automated de-identification framework for Dutch
uo clinical free-text reports. Data came from three hospitals: Radboud Univer-
1o sity Medical Center (RUMC), Ziekenhuisgroep Twente (ZGT), and Jeroen
11 Bosch Ziekenhuis (JBZ). Development used RUMC and ZGT only: RUMC
122 contributed manually annotated radiology and pathology reports; ZGT con-
123 tributed annotated clinical and outpatient letters across eleven specialties
12 (internal medicine, cardiology, rheumatology, pulmonology, pediatrics, surgery,
15 allergology, gynecology, emergency medicine, gastroenterology, and urology).



126

127

128

129

130

131

132

134

135

136

137

138

139

140

141

142

143

144

145

146

147

148

JBZ contributed radiology, pathology, and emergency care reports, and was
used for external validation only.

All processing was performed in secure institutional environments under
GDPR and local governance policies, with ethical approval from relevant
review boards. To enable GDPR-compliant cross-institutional transfer, a
preliminary RUMC-trained model automatically tagged PHI at ZGT and
JBZ. Annotators then corrected predictions in Doccano [19]. Prior to transfer,
detected PHI spans were replaced with HIPS surrogates, preserving clinical
structure while minimizing disclosure risk. Resulting annotations were stored
as character-offset spans mapped to the surrogate-replaced text.

Annotation quality was ensured through a two-stage review process. Mul-
tiple readers independently annotated each report in a first pass. A subset
of reports was doubly annotated to assess inter-reader agreement, quantified
using character-level Cohen’s kappa restricted to PHI positions. An author
subsequently reviewed all annotations, resolving ambiguities and correcting er-
rors. Annotation rules followed the PHI guidelines in Supplementary Material
(Section [S7)).

Dataset statistics are summarised in Table [l The internal test sets
comprised 741 RUMC and 239 ZGT reports, while all 340 JBZ reports served
as an external test set, excluded from all development. The remaining 3,941
reports formed the development set. Fine-grained labels were represented in
Beginning-Inside-Outside (BIO) format across 24 training categories. The
complete tag inventory is provided in Supplementary Table [ST]

Table 1: Dataset statistics by hospital and split. RUMC: Radboud University Medical
Center (Radboudumc, Nijmegen). ZGT: Ziekenhuisgroep Twente (Almelo/Hengelo). JBZ:
Jeroen Bosch Ziekenhuis (’s-Hertogenbosch). Development reports were used for training
and validation. HIPS-augmented duplicates and 50 synthetic reports were added during
training but are not counted here. Average entities per report is shown in parentheses.

Development Internal test External test
Dataset Reports Entities Reports Entities Reports Entities
RUMC 2,983 8,731 (2.9) 741 2,224 (3.0) — —
ZGT 958 10,684 (11.2) 239 2,675 (11.2) — —
JBZ — — — — 340 1,818 (5.3)
Total 3,941 19,415 (4.9) 980 4,899 (5.0) 340 1,818 (5.3)

10



149

150

151

152

154

155

156

157

158

159

160

161

162

163

164

165

166

167

168

169

170

171

172

174

175

176

177

178

179

180

181

182

2.2. PHI Detection Model Development and Training Augmentation

PHI detection was trained by fine-tuning dragon-roberta-large-m
ixed-domain [20], a RoBERTa-large model pretrained on mixed-domain
Dutch medical text, using the DRAGON baseline framework [21] with a
token-classification NER head. Input sequences were left-truncated to 512
tokens during training. At inference, documents exceeding 512 tokens are
processed using a strided sliding-window approach to ensure full-document
coverage. Training used HuggingFace Transformers with a learning rate of
1 x 1075, effective batch size 8 (batch size 1, 8 gradient-accumulation steps),
and gradient checkpointing; the best checkpoint was selected by validation
performance.

Two augmentation strategies were applied to the training split. First, 50
fully synthetic reports were generated with qwen3:30b-a3b-thinking-250
7-94_K_M [22] to address class imbalance for rare identifier types (e.g., IBAN,
BSN). Second, HIPS augmentation via dutch-med-hips [18] produced an
additional surrogate-replaced version of each annotated report. The final
training set combined original development reports, their HIPS-augmented
counterparts, and the 50 synthetic reports.

2.3. Dutch HIPS Surrogate Module (dutch-med-hips)

dutch-med-hips [I§] replaces tagged PHI with type-consistent surrogates,
covering names and initials, ages, dates and times, hospital and location names,
study names, contact details, and structured identifiers (BSN, IBAN, report
IDs, institution-specific numbers). Surrogate generation uses a Dutch-locale
fake data library, sampling predominantly Dutch names with a lower propor-
tion of foreign names to reflect realistic patient demographics, supplemented by
curated geographic lookup pools and template-driven synthesis for structured
identifiers. The engine supports deterministic behavior via document-hash
seeding and returns de-identified text with a structured original-to-surrogate
mapping including character offsets.

At inference, GHMSCHREFT applies four sequential steps: text prepro-
cessing, PHI detection, post-processing, and surrogate replacement. Post-
processing merges adjacent same-type predictions to reduce span fragmenta-
tion from subword tokenization, after which finalized spans are replaced by
the HIPS module.

11
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2.4. FEvaluation Metrics

Performance was evaluated using two primary metrics. Micro-averaged
entity-level Fl-score (exact span and type match, via seqeval/DragonEval
[21]) was the principal summary measure. Detection recall served as a safety-
oriented complement: a PHI entity was counted as detected when every
token in the gold span received any non-0 label, regardless of type or span
extent, making false negatives under this metric a direct proxy for residual
disclosure risk. Macro-averaged F1-score and per-category breakdowns are
additionally reported. All headline metrics use 95% confidence intervals from
document-level bootstrap resampling (5,000 iterations). As a measure of
inadvertent information loss, we counted predicted PHI spans that had no
overlap with any annotated gold span; these represent clinical content that
the pipeline would replace with a surrogate despite not being PHI.

2.5. Baseline Comparison

GHMSCHRFT was compared against DEDUCE v3.0.6 [I5] (the main
open-source rule-based system for Dutch clinical text), the OpenAl Privacy
Filter [I4] (a general-purpose neural de-identification model), and the Rad-
boudumc Radiology Report Anonymizer (RRA) v2.14 (an institution-specific
in-house comparator). Because these systems use only partially overlapping
tag inventories, comparisons were conducted across seven compiled cate-
gories with clear cross-system counterparts (Supplementary Table [S7)), using
compiled-category detection recall on both test sets.

2.6. End-to-End Residual Risk Check

To assess residual disclosure risk in the final deployment scenario, five
native Dutch-speaking readers (three clinical researchers, two radiology resi-
dents) independently reviewed 100 HIPS-processed de-identified reports in
Doccano [19]. Readers marked fragments believed to be original PHI missed
by the pipeline as either definite or suspected residual PHI. Readers were
instructed not to flag correctly replaced surrogates and were blinded to report
composition.

The 100 reports comprised the complete set of cases with at least one
pipeline-missed PHI span in the combined internal test set (n = 50, exhausting
all error cases), and an equal number of fully de-identified cases drawn from
the same test set. Prior to the study, one author reviewed all 50 error cases
to assess human detectability in context. Thirty-two were reclassified as
effectively de-identified because the remaining fragments were undetectable

12
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after partial surrogate replacement (e.g., a date reduced to a bare digit).
This left 18 cases with 21 evaluable leaked spans; combined with the 50
fully de-identified and 32 reclassified cases, 82 of 100 reports were treated
as correctly de-identified. Reader performance was quantified by counting
correctly identified leaked fragments (reader annotation overlapping a gold
leaked span), missed fragments, and false positives. Exact 95% confidence
intervals for per-reader detection rates were computed using the Clopper—
Pearson method. To quantify surrogate dilution, the precision upper bound
for a perfect PHI-shape detector was computed as L/(L 4+ S), where L is
the total number of evaluable leaked spans and S the total number of HIPS
surrogate replacements across the 100 documents. A per-document Monte
Carlo simulation (10,000 iterations, seed 42) compared each reader’s observed
true-positive count against the null distribution expected under uniform
random sampling of the same annotation volume from the L + S candidate
pool.

3. Results

3.1. Inter-reader Agreement

Inter-reader agreement was high in both doubly annotated subsets. In
RUMC radiology, character-level Cohen’s kappa restricted to PHI positions
was 0.940. In RUMC pathology, character-level Cohen’s kappa restricted to
PHI positions was 0.967.

3.2. Qwerall Internal Performance

On the combined internal test set of 980 reports containing 4,899 annotated
PHI entities, the model achieved micro-averaged precision, recall, and F1-score
of 0.941, 0.944, and 0.943, respectively. Detection evaluated independently of
label correctness yielded precision, recall, and F1-score of 0.948, 0.950, and
0.949. Performance was strongest for structured identifier categories, with
accreditation numbers, BIG registration numbers, document identifiers, and
URLs all achieving F1-scores of 0.99 or higher. Lower F1-scores were observed
for rarer or semantically broader categories, including company names (0.25),
study names (0.55), addresses (0.55), and place names (0.62). Among the
most frequent categories, F1-scores were 0.97 for dates, 0.89 for person names,
0.95 for initials, 0.90 for times, and 0.81 for hospital names.

13
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3.8. External Validation

On the JBZ external test set of 340 reports containing 1,818 annotated PHI
entities, merged-entity evaluation achieved micro-averaged precision, recall,
and Fl-score of 0.949, 0.952, and 0.950, respectively. Detection evaluated
independently of label correctness yielded precision, recall, and F1-score of
0.981, 0.984, and 0.983. Performance patterns were broadly consistent with
the internal results; per-category breakdowns are provided in Table [2|

3.4. Per-tag Performance

Table 2: Per-tag performance aggregated across the internal test sets (RUMC radiology,
RUMC pathology, ZGT; N = 980 reports) and the external JBZ test set (N = 340 reports),
evaluated under merged-entity scoring. Detection recall counts a gold entity as detected
when every token in the annotated span receives a non-0 label, irrespective of assigned
entity type or predicted span extent. Precision, recall, and F1 require the exact correct
entity label and span boundaries. The Overall row reports micro-averaged metrics; 95%
bootstrap confidence intervals (5,000 iterations, document-level resampling) are shown in
parentheses on the following line. Per-dataset breakdowns are provided in Supplementary
Table

Tag N Det. rec. Prec. Rec. F1

Internal test set (RUMC & ZGT; N = 980)

accreditatie 111 1.00 1.00 1.00 1.00
nummer (accreditation no.)

adres (address) 11 0.91 0.55 0.55 0.55
agbnummer (AGB no.) 42 1.00 0.98 1.00 0.99
bedrijf (company) 2 0.50 0.17 0.50 0.25
bignummer (BIG no.) 35 1.00 1.00 1.00 1.00
bsn (citizen no.) 7 1.00 0.78 1.00 0.88
datum (date) 2406 1.00 0.98 0.97 0.97
documentid (document ID) 245 1.00 0.99 1.00 0.99
documentnummer (document 252 1.00 0.99 0.99 0.99
no.)

leeftijd (age) 72 0.92 0.73 0.92 0.81
patientnummer (patient no.) 11 0.91 0.90 0.82 0.86
persoon (person) 592 0.96 0.91 0.87 0.89
persoonafkorting (initials) 429 0.98 0.94 0.95 0.95
phinummer (other PHI no.) 35 0.97 0.75 0.60 0.67

Continued on next page
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Table 2 (continued)

Tag N Det. rec. Prec. Rec. F1

plaats (place) 13 0.85 0.56 0.69 0.62
rapport id (report ID) 198 0.98 0.97 0.97 0.97
studie naam (study name) 8 1.00 0.43 0.75 0.55
telefoonnummer (phone no.) 28 1.00 0.74 0.89 0.81
tijd (time) 129 0.92 0.91 0.90 0.90
url (URL) 8 1.00 1.00 1.00 1.00
ziekenhuis (hospital) 265 0.94 0.78 0.83 0.81
Overall 4899 0.983 0.941 0.944 0.943

(0.98,0.99) (0.93,0.95) (0.93,0.95) (0.93,0.95)

External test set (JBZ; N = 340)

accreditatie 100 1.00 1.00 1.00 1.00
nummer (accreditation no.)

bignummer (BIG no.) 3 1.00 0.04 0.33 0.08
datum (date) 807 0.99 0.99 0.99 0.99
leeftijd (age) 78 0.99 0.94 0.99 0.96
patientnummer (patient no.) 70 1.00 0.97 0.47 0.63
persoon (person) 482 0.97 0.98 0.95 0.96
persoonafkorting (initials) 7 1.00 0.94 0.99 0.96
phinummer (other PHI no.) 2 1.00 0.00 0.00 0.00
plaats (place) 5 0.80 0.67 0.80 0.73
rapport id.c nummer (report ID 41 1.00 1.00 1.00 1.00
C-no.)

rapport id.t nummer (report ID 62 1.00 1.00 1.00 1.00
T-no.)

telefoonnummer (phone no.) 21 1.00 0.94 0.71 0.81
tijd (time) 58 0.97 0.97 0.97 0.97
ziekenhuis (hospital) 12 1.00 0.48 0.92 0.63
Overall 1818 0.986 0.949 0.952 0.950

(0.98,0.99) (0.94,0.96) (0.94,0.96) (0.94,0.96)

260 Figure [2] summarizes span-level precision and recall by PHI tag across
s all datasets and highlights that most frequent tag types cluster in the high-
x2  performance region, whereas lower-performing tags are generally rare and
%3 semantically broader.
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Figure 2: Span-level precision and recall per PHI tag, aggregated across all datasets.
Each bubble represents one tag type; bubble area is proportional to the number of gold
spans (n). Tags are coloured by PHI category. F1 iso-contours are shown as dashed lines.
Both axes start at 0.5 rather than 0. (A) All tag types across the full precision-recall
space. The dashed box indicates the region expanded in panel B. (B) Zoomed view of
the high-performance region (>90% precision and recall). Tags that overlap at identical
coordinates (100%, 100%) are listed in the inset. Span matching is exact: a predicted span
is counted as correct only if its token boundaries and tag type exactly match the gold
annotation.
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3.5. Comparison with Rule-based Baselines

GHMSCHREFT achieved an overall compiled-category detection recall
of 0.985 (95% CI 0.98-0.99) on the combined internal test data, compared
with 0.549 (0.53-0.57) for DEDUCE, 0.386 (0.36-0.41) for RRA, and 0.339
(0.31-0.36) for the OpenAl Privacy Filter. On the external JBZ test set,
GHMSCHREFT retained strong performance with an overall recall of 0.986
(0.98-0.99) and substantially outperformed DEDUCE (0.682, 0.65-0.72),
RRA (0.295, 0.27-0.32), and the OpenAl Privacy Filter (0.498, 0.46-0.54).
Per-category and per-dataset breakdowns are provided in Supplementary
Table [SAl

Across the internal datasets, GHMSCHRFT showed the largest gains
for person names, dates, hospital names, and compiled identifier categories.
DEDUCE remained competitive for age expressions and some date-heavy
subsets, whereas RRA performed best on the in-domain radiology subsets
but generalized poorly to ZGT and JBZ. The OpenAl Privacy Filter showed
moderate recall for person names and dates in radiology subsets but near-
zero recall for hospital names and age expressions across all datasets, likely
reflecting a domain and language mismatch with Dutch clinical text. Figure
visualizes these category-level and dataset-level differences.

3.6. Fualse-Positive Rate and Information Loss

Of 6,734 predicted PHI spans across both test sets, 6,353 (94.3%) were
exact true positives, 271 (4.0%) overlapped a gold span but with incorrect
boundaries or tag type, and 110 (1.6%) had no overlap with any gold span.
These 110 pure false positives comprised 132 tokens across 1,320 reports
(0.08 per report), representing clinical content that would be replaced with a
surrogate in a deployed system. Full per-tag results are provided in Supple-

mentary [S3]

3.7. End-to-End Residual Risk Assessment

After applying the exclusions described in the Methods, 18 of the 100
presented cases contained evaluable residual PHI, comprising 21 leaked PHI
spans in total. Per-reader detection rates with exact 95% confidence intervals
are reported in Table 3] No reader identified more than three spans: DS
identified 3 (14.3%; 95% CI 3.0-36.3%), RW and HK each identified 2 (9.5%;
1.2-30.4%), SB identified 1 (4.8%; 0.1-23.8%), and MB identified none (0.0%;
0.0-16.1%). Confidence intervals are wide due to the small number of evaluable
spans. Collectively, five of the 21 leaked spans were identified by at least

17



I GHMSCHRFT [ Deduce v3 I RRAV2 [ OpenAl Privacy Filter

A Detection recall by PHI category B Overall detection recall by dataset
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Figure 3: Detection recall per PHI category and per dataset for GHMSCHRFT and three
comparator systems. A span is counted as detected if every token in the gold span receives
a non-0 prediction, irrespective of assigned label. (A) Per-category detection recall on the
combined internal test set; n denotes the number of gold spans per category. Categories
are ordered by frequency. (B) Overall detection recall per system across four hospital
datasets. GHMSCHRFT was trained on RUMC and ZGT data; JBZ is an unseen external
institution. DEDUCE v3 and RRA v2 are rule-based Dutch clinical de-identification
systems. The OpenAl Privacy Filter is a 1.5B sparse mixture-of-experts model trained
on general, primarily English text. Detection recall is reported rather than F1 to reflect
the safety-critical requirement that no PHI is missed. Error bars denote 95% bootstrap
confidence intervals (5,000 iterations, document-level resampling).

18



300

301

302

303

304

305

306

307

308

309

310

311

312

313

314

315

316

317

318

319

320

one reader: a partially-leaked surname, an age fragment, a hospital panel
abbreviation, and a first name appearing twice in the same document (each
occurrence counted as a separate span). The remaining 16 spans went
undetected by every reader.

Readers generated substantially more annotations that did not correspond
to any leaked PHI (false positives). RW made 57 annotations in total, of
which 55 were false positives; DS made 36, of which 34 were false positives;
MB made 34, all false positives; SB made 33, of which 32 were false positives;
and HK made 25, of which 24 were false positives. Across readers, 0-28%
of flagged error cases included at least one ‘definite PHI’ annotation. The
remainder were labeled ‘suspected PHI'. False-positive annotations arose under
both confidence levels: several readers definitively flagged HIPS-generated
surrogate names as leaked PHI while overlooking actual residual content.

A surrogate dilution analysis quantified the structural precision limit. The
100 reader-study documents contained S = 1,039 HIPS surrogate replacements
alongside L = 21 evaluable leaked spans, yielding a combined PHI-shaped
pool of 1,060 candidates. The theoretical precision ceiling for a perfect PHI-
shape detector on this dataset is L/(L + S) = 2.0%. All observed reader
precisions (0%-8.3%) fell within the 95% interval of the per-document Monte
Carlo simulation, confirming that no reader performed significantly above the
level expected from random selection within this pool.

Table 3: Span-level results per reader in the end-to-end residual risk assessment. The
18 evaluable error cases contained 21 leaked PHI spans in total. Detection rate is the
fraction of leaked PHI spans overlapped by at least one reader annotation; 95% confidence
intervals are exact Clopper—Pearson intervals. False positives (FP) are reader annotations
not overlapping any gold leaked fragment. Spans found may exceed TP reader annotations
when a single reader annotation simultaneously overlapped two adjacent leaked spans.

Reader Role Spans found Detection rate (95% CI) FP
RW Clinical researcher 2/21 9.5% (1.2-30.4%) 55
SB Clinical researcher 1/21 4.8% (0.1-23.8%) 32
MB Clinical researcher 0/21 0.0% (0.0-16.1%) 34
HK Radiology resident 2/21 9.5% (1.2-30.4%) 24
DS Radiology resident 3/21 14.3% (3.0-36.3%) 34
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4. Discussion

GHMSCHREFT provides an end-to-end Dutch de-identification pipeline
with high detection recall, external generalization, and practical residual-risk
evaluation, addressing a gap that has persisted since rule-based systems
became the de facto standard. Near-identical performance on the internal and
external JBZ test sets on radiology, pathology, and emergency care reports
suggests the model has learned generalizable representations of Dutch clinical
PHI rather than institution-specific formatting conventions for these report
types. ZGT letters were part of internal development, so the evidence for
generalization in that setting is within-institution only. This likely reflects
the relevance of the pretraining domain: Bosma et al. [2I] demonstrated that
Dutch medical pretraining consistently improves clinical NLP performance,
and the present results extend that finding to de-identification.

GHMSCHREFT’s recall advantage over the rule-based baselines is best
illustrated by RRA. Built specifically for RUMC radiology reports, RRA
achieved high recall on that subset but dropped markedly on ZGT and JBZ,
and notably, even on RUMC pathology reports, despite originating from the
same institution. This generalization failure is typical of rule-based systems,
which struggle whenever reporting templates or documentation conventions
differ from those they were built for. DEDUCE showed a similar, though less
pronounced, shortfall. It was, however, evaluated without institution-specific
tuning. Manual fine-tuning per target institute could improve its performance.

OpenAl Privacy Filter’s poor performance has a different explanation.
As a neural model trained on general, primarily English text, its near-zero
recall for hospital names and age expressions reflects a mismatch with Dutch
clinical text rather than an architectural limitation. To probe this further, we
additionally evaluated a version fine-tuned on English medical text [23]. Full
results are provided in Supplementary This fine-tuned variant did not
outperform the out-of-the-box model on our Dutch data. As its fine-tuning
remained in English, it addressed neither the Dutch language itself nor the
Netherlands-specific institutional and identifier conventions that distinguish
Dutch clinical documentation.

At a more granular level, per-tag performance was strongest for structurally
well-defined identifier types. Lower Fl-scores for company names (0.25),
study names (0.55), addresses (0.55), and place names (0.62) are primarily
attributable to low training support rather than inherent difficulty, as the
uniformly high detection recall shows the model generally identified these
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spans as PHI. Errors were more often misclassification or boundary mistakes
than outright missed detections. For addresses, errors were almost exclusively
boundary errors. For example, a full street address would be correctly detected
with only a trailing province abbreviation excluded from the predicted span.

Two related anomalies appeared in the external test set: patient numbers
achieved perfect detection recall but an F1 of only 0.63, while BIG registration
numbers showed precision of just 0.04 despite only three gold instances.
Manual inspection revealed a shared cause. The model consistently detected
patient number spans but misclassified them as BIG numbers, because JBZ
uses a numeric patient identifier format superficially resembling BIG numbers
not seen during training. This is a cross-institution format mismatch, not a
detection failure.

A separate, more critical failure mode appeared primarily in clinical letters,
where patients are occasionally referred to by first name only. This pattern
was absent from radiology and pathology reports that dominated training.
The model had limited exposure to this and did not reliably recognize isolated
first names as PHI in clinical correspondence. Future work will address this
by including additional annotated examples.

The false-positive analysis (Supplementary indicates that the pipeline
accidentally destroys very little useful clinical information. Only 110 of 6,734
predicted spans (1.6%) had no overlap with any gold PHI annotation, affecting
132 tokens across 1,320 reports (0.08 per case). Hospital names (ZIEKEN-
HUIS, 27 cases) and age expressions (LEEFTIJD, 23 cases) were the main
contributors, reflecting surface ambiguity with institution-like abbreviations
and clinical numeric values respectively.

Detection-only evaluation is incomplete without assessing whether residual
PHI remains recognizable in the final output. The reader study provides
empirical evidence for the practical protection offered by the complete pipeline.
After HIPS processing, readers collectively identified only five of 21 evaluable
leaked spans, with no individual reader identifying more than three (DS:
14.3%; 95% CI 3.0-36.3%). Simultaneously, readers generated 24-55 false
positives each, consistently flagging correctly replaced surrogates as suspicious
while overlooking genuine residual PHI.

The surrogate dilution analysis provides a mechanistic interpretation
of this finding. The 100 reviewed documents contained S = 1,039 HIPS
surrogate replacements alongside L = 21 evaluable leaked spans, giving a
theoretical precision ceiling of L/(L + S) = 2.0% for any reader who cannot
distinguish surrogates from genuine leaks by surface form alone. All observed
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reader precisions (0%-8.3%) were consistent with random selection from this
pool under per-document Monte Carlo simulation. Protection is therefore not
solely a function of detection recall, as the large volume of realistic surrogates
structurally dilutes residual leaks to the point where they are statistically
indistinguishable from correctly replaced content.

This work also has limitations that point to important directions for
future research. External validation was limited to pathology, radiology, and
emergency care letter types from JBZ. Equivalent performance on outpatient
and clinical letters from unseen institutions cannot be assumed. Rare PHI
categories remain challenging despite augmentation, and the synthetic reports
introduce a dependency on the quality of the generative model. Finally, this
study does not provide formal re-identification risk quantification. Detection
recall and reader performance are proxies, and their relationship to actual
re-identification probability under a realistic adversary model remains an
open question.

Beyond the Dutch setting, the bootstrapping approach using a preliminary
model to enable GDPR-compliant cross-institutional data transfer through
automated tagging and surrogate replacement may offer a practical model
for other language communities assembling multicenter corpora under similar
regulatory constraints. The results also suggest that HIPS-based pipelines
warrant broader adoption. The residual risk profile of a well-calibrated
surrogate replacement system may be substantially more favorable than
detection recall figures alone imply, as even imperfect detection can provide
strong practical protection.

5. Conclusion

We presented GHMSCHRFT, an end-to-end de-identification pipeline
for Dutch clinical free-text combining a fine-tuned transformer model for
PHI detection with a Dutch-specific HIPS surrogate replacement module.
The pipeline achieved strong, consistent performance across internal and
external test sets, demonstrating cross-institutional generalizability for radiol-
ogy, pathology, and emergency care reports, and substantially outperforming
rule-based baselines. The reader study further showed that after surrogate
replacement, residual PHI was difficult for domain-familiar readers to distin-
guish from surrounding HIPS-generated content. Together, high detection
recall and realistic surrogate replacement make the pipeline robust to the
imperfect detection that is inevitable in practice. By releasing the detection
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model, Dutch HIPS module, and annotation guidelines, this work provides
both a practical tool for Dutch clinical text de-identification and a reusable
framework for other clinical NLP settings operating under similar regulatory
constraints.
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